SOV-DII Active Directory User Account Standards

The following are the Active Directory User Account standards of DIl that we are requesting all State of
Vermont Foreign Domains to follow. Standardization of the below fields is a necessary prerequisite for
migration to Office 365, and necessary for maintenance once migrated to Office 365.

Standards — Required Fields

General Tab

Organization Tab

Account Tab

How to Add UPN Suffix

Standards — Nice to Have

Address Tab

Employee Number
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Standards - Required Fields

General Tab:

Complete: First Name, Last Name, Display Name, Office, Telephone Number, and Email Fields

Note: First letters are always capitalized

Office Field Options: (Please check for the latest version often)

http://dii.vermont.gov/sites/dii/files/Word Files/Policies Reports/DepartmentNamesDropdown.xIsx

1

Fortin, David Properties

Published Certificates | Member Of | Password Replication | Object | Securty
Environment | Sessions | Remote control | Remote Desktop Services Profile
Personal Vitual Desktop | COMs+ | UNIX Attributes
General | Address I Account I Profile | Telephones | Organization

Fortin, David
2

First name: David| Initials: A
Last name: Fortin

Digplay name: Fortin, David

Description:

COfice: DIl - Enterprise Application & Servers

Initials:

Only used if there is another person
of the same name.

Capital letter only, no period after
letter.

Display Name:
Last, First
(Note: comma space format)

Office:

Department — Group/Division
(Note: space dash space format)
Choose from DIl Department Names
Dropdown list only

Telephone number:  B02-835-6262 g

Telephone number:
123-456-7890 format

E-mail: David. Fortin@vermont .gov
Web page:
| oK || cancel || ool Help
e
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Email:

If user has state mailbox should be:
“@vermont.gov” OR
“@partner.vermont.gov”. If
Sharepoint user and does not have a
state mailbox, must use external
email address. Otherwise, leave
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http://dii.vermont.gov/sites/dii/files/Word_Files/Policies_Reports/DepartmentNamesDropdown.xlsx

Organization Tab:
Please complete Job Title, Department, Company and Manager Name. Department and Company are
required fields.

Note: Department Field Options: Use agency/department name acronym located in this document (it
should be the same for all of your agency/department users:
http://dii.vermont.gov/sites/dii/files/Word Files/Policies Reports/DepartmentNamesforAD.xlsx

Joska, Matt Properties Ed

Job Title:

Pazzword Replication I Diak-in | E nwironment I Seszionz I R emaote cantral | If known/optional

Remote Dezkiop Services Profile I Perzonal Wirtual Desktop | COkd+
General I Addrezs I .-’-\u:u:u:uuntl Profile I Telephones  Organization | Me

Department (required):
Use abbreviation located in
document link above

(ALL CAPS)

Job Title: ||T Specialist

Deparment:  [DI _

Compary: ISEI‘»-"

Company (required):

~ Manager SOV or VENDOR
Marme: II]uinn, John (ALL CAPS)
Change... Propertiss Clear Manager:
If known/optional
Diirect reparts:

k. I Cancel Apply Help
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http://dii.vermont.gov/sites/dii/files/Word_Files/Policies_Reports/DepartmentNamesforAD.xlsx

Account Tab:
User Logon Name (UPN) should be the same as their email prefix ex.) First.Last format with first letters

capitalized. If there are two of the same name: First.Ml.Last. (This is necessary unless this adversely
impacts a business requirement.)

Joska, Matt Properties x|

Published Certificates | Member Of | Password Replication | Object | Securty
Environment | Sessions I Remate control
Femote Desktop Services Profile Personal Virtual Desktop | COM=
" General I Address Account Profile I Telephones I Crganization

Iser logon name:

UPN Suffix:

| Matt Joska | @vermont gov k2 @vermont.gov OR

User logon name {pre-Windows 2000): @partner.vermont.gov needs to be

|1,r5|u|5~.~ IMaﬁ.JDSka primary suffix, (see next page)
Logon Hours... Log On To... |

[T Unlock accourt

Accourt options:

[ User must change password at next logon ﬂ
™ User cannot change password
[ Password never expires
[~ Store password using reversible encryption ;I
— Account expires
& Never
(™ End of; | Saturday . August 08,2015 ~]
ok | Cancel rply | Hep |
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How to Add UPN Suffix:
UPN Suffix:

To add Vermont.gov and Partner.Vermont.gov UPN suffix to your domain:

Administrative Tools > Active Directory Domain and Trusts > Properties

Eﬂnctive Directory Domains and Trusts

File  Action  Wiew Help

g2 Active Directory - =

J.I‘. net.state., vk E:ange E‘DE?SL& oo ot (el ret . skake, vk, us
ange Ackive Direckary Darmain Controller. .,

L] wems.state. vk d i wsms. skate, vh.us

Operations Masker. .
Raise Forest Functional Level. .,

Wi g

Refresh
Expart Lisk. ..

Help
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UPN Suffixes Tab:

Under Alternate UPN Suffix, enter: Vermont.gov and Partner.Vermont.gov, select Add

UPN Suffixes |
The names of the cument domain and the root domain are the default user

principal name (UPM) suffices. Adding altemative domain names provides
additional logon security and simplifies user logon names.

ff you wart attemative LUPM suffixes to appear durng user creation, add
them to the following list.

Altemative UPN suffices:

[Vemort gov s | < omm

Remove |

state vt.us

QK Cancel F¥u][1] Help
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Make VSMS primary:

Account Tab: From dropdown select @vermont.gov or @partner.vermont.gov

x

Published Certfficates | Member Of | Password Replication | Object | Security
Environment | Sessions I Remate control
Remote Desktop Services Profile Personal Virual Desktop I COM+
" General I Address Accourt Profile I Telephones I Crganization

|User logon name:

IMaﬁ Joska I (@vermont.gov j —

User logon name (pre-Windows 2000):
[vsms | Matt Joska

Logon Hours.. Log On To... |

[™ Unlock account

Accourt options:

[ Uszer must change password at next logon ﬂ
[™ User cannot change password
[~ Password never expires
[ Store password using reversible encryption ;I
— Account expires
& Never
* End of: | Saturday . August 08,2015 =]
ok | Cancel fply | Hep |

T =T TLT T T 1T

To automate switching of users to @Vermont.gov using PowerShell:

See: ForeignDomainUpdateUPN-Wholesale script. (Use at own risk, see disclaimer)

https://inside.vermont.gov/sov/0365/Shared%20Documents/Forms/Allltems.aspx?RootFolder=%2fs

ov%2f0365%2fShared%20Documents%2fOffice%20365%20Active%20Directory%20Cleanup&FolderCT

ID=&View=%7b09113937%2d1584%2d443D%2d8ED6%2dC8AF5BA2C68E%7d

David Fortin can provide an export from exchange/AD in VSMS and a powershell script that can

update the attributes of only those accounts that we need to sync.

\\ David Fortin \C: 802-839-6262 \ E: David.Fortin@vermont.gov
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https://inside.vermont.gov/sov/O365/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fsov%2fO365%2fShared%20Documents%2fOffice%20365%20Active%20Directory%20Cleanup&FolderCTID=&View=%7b09113937%2d1584%2d443D%2d8ED6%2dC8AF5BA2C68E%7d
https://inside.vermont.gov/sov/O365/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fsov%2fO365%2fShared%20Documents%2fOffice%20365%20Active%20Directory%20Cleanup&FolderCTID=&View=%7b09113937%2d1584%2d443D%2d8ED6%2dC8AF5BA2C68E%7d
https://inside.vermont.gov/sov/O365/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fsov%2fO365%2fShared%20Documents%2fOffice%20365%20Active%20Directory%20Cleanup&FolderCTID=&View=%7b09113937%2d1584%2d443D%2d8ED6%2dC8AF5BA2C68E%7d
mailto:David.Fortin@vermont.gov

Standards - Nice to Have (Not required)

Address Tab:

The address fields are a “nice to have”.

Joska, Matt Properties

Pazzwiord Beplication I Diakin | E nvironment I Seszionz I Rermate cantral I
Remote Dezktop Services Profile I Ferzonal Yirtual Desklop I COk+ I
General Address |.-’-'-.|:n:|:|unt| Frafile I Telephnnesl Drganizatinnl tember Of

Street;

P.0. Box:
City:

Statesprovince:

Zip/Fostal Code:

Country/region:

|

H 33 State Strest ﬂ

[~

IMDntpeIier

|VT

State/Province:
- Two letter format

|05502

I [Inited States

o |

Cancel Spply Helm

Employee Number:
Note: The Employee is currently not required but may be required at a later date.

Please add the Employee-Number Attribute to User Object:

Version 9
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il B¥ Find Users, Contacts, and Groups

" File Edit View

i Find: Il_lsers. Cortacts, and Groups j In: Ifj wsms.state vi.us j

Users, Contacts. and Groups | Advanced |

WA

Find Mow
Mame: IJoska
Stop
Description: I
Clear All
Search results:
Mame | Type | Description
2 poA-Mloska User

I R

&Employes-Mur

Rename

Delete

Add to a group...
Mame Mappings...
Disable Account
Reset Password...
Mave...

Employee-Mumber
Open Home Page
Send Mail

Y Joska, Mo — s

Properties

Cument Employee [D: 165336 you would like to
enter a new number of modify the exisitng number,

enter the new number in the textbox below

Version 9

| I
A
Infrastructure
X
oK |
Cancel
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Published Certfficates | Member Of | Password Replication | Object | Security |
| Environment | Sessions I Remote control | Remote Desktop Services Profile I
General I Address I Account I Prafile I Telephones I Crganization I

Personal Vitual Desktop I COM+ Attribute Editor
Atributes:
Attribute | value |

dynamicLDAP Server <not set>

employee|D <nat set
employee Mumber 16533
<not set>

employee Tyvpe

enabledProtocols <not set>
expiration Time <nat set
extensionAttibute 1 <not set>

estensionAttibute 10 <not set
extensionAtribute 11 <not set
eatensionAttibute 12 <not set
extensionAttibute 13 <not set
extension Attibute 14 <not set>
eatensionAttibute 15 <niot set>

extension Atribute2 <not et -
p—— I _*I_I
Edit | Filter

ok | canced | ippk | Hep |
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