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What is Intune?

Microsoft Intune provides mobile device management, mobile application management, and PC management
capabilities from the cloud. Using Intune, organizations can provide their employees with access to corporate
applications, data, and resources from virtually anywhere on almost any device, while helping to keep corporate
information secure. It is included with our Office 365 licensing (G3 users).

Why enroll in Intune

When you enroll, you are able to use your mobile device to access work files and data. It also allows your IT
department to manage those work resources and keep them secure, while giving you the freedom to use your
preferred device to get your work done.

To use your device at work, enroll it in Intune by using the Company Portal. You will also be giving your IT
administrator permission to manage your device to help protect the company information on the device. Before
starting enrollment, make sure that you have a good Wi-Fi or cellular connection to the Internet before beginning.

What can your IT Administrator see when you enroll your device in Intune?

(for Windows devices, see Using your Windows device with Intune).
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https://docs.microsoft.com/en-us/intune/enduser/what-can-your-it-administrator-see-when-you-enroll-your-device-in-intune-windows
https://technet.microsoft.com/en-US/library/mt427782(TechNet.10).aspx

Enroll your iOS device in Intune (iPhone or iPAD)

Use these instructions to enroll your iOS device in Intune. For more information about enrollment, see What
happens when | install the Company Portal app and enroll my device in Intune?. If you get an error while trying to

enroll your device in Intune, please submit a helpdesk ticket with your IT Support for your department. (Submit a
LANDesk ticket: https://itsupport.vermont.gov or call 802-828-6620, option 1 for assistance).

Before or after enrolling, you may be asked to choose a category that best describes how you use your device. Your
IT administrator uses this category to help determine what apps you have access to.

1. Install the free Microsoft Intune Company Portal app on your device from the App Store.
2. Open the Microsoft Intune Company Portal app.

3. Onthe Company Portal Welcome screen, tap Sign in, and then sign in with your work or school account.

Privacy & Cookies

4. If your IT administrator set up company terms and conditions, tap Accept to accept the terms.
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https://docs.microsoft.com/en-us/intune/enduser/what-happens-if-you-install-the-company-portal-app-and-enroll-your-device-in-intune-windows
https://docs.microsoft.com/en-us/intune/enduser/what-happens-if-you-install-the-company-portal-app-and-enroll-your-device-in-intune-windows
https://itsupport.vermont.gov/
https://play.google.com/store

5. Onthe Company Access Setup page, tap Begin.

e T 404 PM T 7 04% -

Contoso Begin

Company Access Setup

We'll help you set up your device to access the
Company Portal, internal apps and other
COMPany resources.

Device Enroliment

Enroliment lets your company manage your
device and gives you access to company
FESOUNCEs.

Device Compliance

ou might need to set a passcode or change
your email configuration,

More information about enrolling your device

Skip Setup
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6. Read about what you'll be able to do when you enroll your device, and then tap Continue.

a:0d PM & f o4 EN-

Continue

Why enroll your device?

When enrolled, you'll be able to:

« Access the company's network
= Get company apps from the Company Portal

+ Remotely reset your phone to factory
settings if it is lost or stolen

« Automatically configure your company email
account

More about enrolling your device

7. See the list of what your IT administrator can and can’t see on your enrolled device, and tap Continue.

a0 P

Continue

We care about your privacy.

@ IT admin cannot see this on your device:

« Call and web history

= Location

* Email and text messages
= Contacts

= Passwords

+ Calendar

» Camera roll

a IT admin can see this on your device:

= Model

« Serial number

« Operating system
= App names

« Owner

» Device name
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8. Review some of the things that you might see once you tap Enroll. When you finish reading, tap Enroll.

4:04 PM & F 04k -

Enroll

What comes next?

When you tap Enroll, your device will ask you to
do the following:

« Install the Management Profile
= Trust the remote management source

For certain corporate devices, you may instead
be asked to verify the Serial Number,

If you want to enrall, it's safe to take these
actions.

More about enrolling your device
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9. On the Install Profile screen, tap Install, and enter your passcode, if prompted.

CLT R

4:07 PM & 93K -
Cancel Install Profile Install
Management Profile

Companyhame
Signed by I0SProlileSigning manage.microssl.oom
Verified

Description  Install this profile 10 get acoess 1o your company apps
Contalns  Device Enroliment Challenge

More Details

10. Tap Install.
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11. Tap Install to indicate that you've read the warning.

. T 4:08 PM & ¥ 93% .

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at
"https://i.manage.microsoft.com/
DeviceGatewayProxyfioshandler.ashx” to remotely
manage your iPhone,

The administrator may collect personal data, add/
remove accounts and restrictions, list, install, and
manage apps, and remotely erase data on your
iPhone.

12. Tap Trust.

Remote Management

Do you trust this profile’s source to
anrall your iPhone into remate
management?

Cancel
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13. When the screen changes to show that the profile has finished installing, tap Done.

aeae T 4508 P & 93% -

Profile Installed Done

Management Profile
CompanyName

Signod by 1Q5ProlileSignirg manage.microsoit.oem
Verified "
Description  Install this prafile 19 ge sccess 1o your company apps
Contains  Mobile Device Management

Device kdentity Certiticate

More Details

An “Enrolling device” message displays on the screen.

14. When a message displays asking if you want to open the page in the Company Portal, tap Open.

Open this page in “Comp
Portal"?

Open
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15. On the Company Access Setup screen, tap Continue. If your IT administrator set up additional security
requirements, such as the need to set a password, follow the on-screen instructions until you meet all of the
compliance requirements, and then tap Continue when you are returned to the Company Access Setup screen.

416 PM ® ¥ 9% -

Contoso Continue

Company Access Setup

We'll help you set up your device to access the
Company Portal, internal apps and other
company resources.

Device Enroliment

Enroliment lets your company manage your
device and gives you access bo company
FESOURCES,

Device Compliance o

You might need 1o set a passcode or change
your email configuration.

Maore information about enrolling your device

Skip Setup
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16. Tap Done.

A Back to Salarl 4:15 PM

Company Access Setup
Complete

Your device is now ready to access the Company
Portal, internal apps and other company resources.

If you have difficulty accessing company resources,
contact your IT administrator for assistance.

Your device is now enrolled in Intune, and you are taken back to the Company Portal app.
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Enroll your Android device in Intune using the Intune Company Portal app

These enrollment steps are for Android devices. The screens shown on your device may look slightly different from
the ones in this document.

If you get an error while trying to enroll your device in Intune, please submit a helpdesk ticket with your IT Support

for your department. (Submit a LANDesk ticket: https://itsupport.vermont.gov or call 802-828-6620, option 1 for
assistance).

Before or after enrolling, you may be asked to choose a category that best describes how you use your device. Your
IT administrator uses this category to help determine what apps you have access to.

17. Install the free Microsoft Intune Company Portal app on your device from Google Play.
18. Open the Microsoft Intune Company Portal app.

19. On the Company Portal Welcome screen, tap Sign in, and then sign in with your work account
(firstname.lastname@vermont.gov ).

Dan't have a work
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https://itsupport.vermont.gov/
https://play.google.com/store/apps/details?id=com.microsoft.windowsintune.companyportal
mailto:firstname.lastname@vermont.gov

20. Tap ACCEPT to accept the terms.

Contoso Company

Terms

Contoso Terms of Use

Text explaining what it means to accept or...

Read terms

Contoso Company Terms and Privacy Policy

DECLINE ACCEPT

21. Sign in to the Company Portal app using your work or school account and password, and tap Sign in.

[oRCH ] MW @07

Company Portal

Intune Company Portal

Work or school account

|Lo| neongiexample.com

Fassword
Can't acczss your account?

BT Microsoft

of use Privacy & Cookies
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22. On the Company Access Setup page, tap BEGIN.

oR e MWD @018

O :
COontoso ontoso =

Company Access Setup

We'll help you set up your device to access the Company
Fortal, internal apps and other company resources.

Device Enrallment 1
Enrollment lets your company manage your device
Device Compliance 1

You might need to set a passcode or change your email
configuration

SIGN OUT BEGIMN

23. Read about what you’ll be able to do when you enroll your device, and then tap CONTINUE.

oB & NW D 31018

(@] :
ontoso E

Why enroll your device?

When enrolled, you'll be able to:

- Access the company's network

+ Get company apps fram the Company Portal

* Remotely reset your phone to factory settings if it is lost or
stolen

- Automatically configure your company email account

Mare information about enrolling your device

< CONTINUE
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24. See the list of what your IT administrator can and can’t see on your enrolled device, and tap CONTINUE.

oRB e MW 108

© :
CONLOSO ontoso :

We care about your privacy.

® IT admin cannot see this on your device:
+ Call and Web history

+ Email and text me:
+ Contacts

- Passwords

+ Calendar

- Camera roll

& IT admin can see this on your device:
+ Mode!
+ Serial number
+ Operating system
+ App names
- Owner

+ Device name
+ Manufacturer

{ CONTINUE

25. Review some of the things that you might see once you tap Enroll. When you finish reading, tap ENROLL.

oB e NW 1018

O :
0. —. :

What comes next?

‘When you tap Enroll, your device will ask you to do one or
maore of the following:

- Activate device administratar permissions

+ Confirm the device privacy policy

* OK the certificate prompt

+ Allow phone permission and other permission requests
by Company Portal (This app never makes phone calls)

Tap Enroll to proceed.

More information about enrolling your device

{ ENROLL
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26. If you are using an Android 6.0 or later device, do this step; otherwise, go to the next step.

If your IT administrator set up certain policies, you may see either or both of the following messages:

o If you see the message, Allow Company Portal to access your contacts?, tap ALLOW. It is safe to tap
ALLOW, because Microsoft never accesses your contacts! Google controls the message text, so Microsoft
cannot change it. When you allow access, all you're doing is allowing your device to write data logs to the
device's SD card, which in turn lets you move those logs by using a USB cable.

If you tap DENY, the message will appear again the next time you tap Send Data, but you can turn off
future messages by tapping the Never ask again check box. If you later decide to allow access, go to
Settings > Apps > Company Portal > Permissions > Phone, and then turn on the permission.

e If you see the message, Allow Company Portal to make and manage phone calls?, tap ALLOW. It is safe to
tap ALLOW, because Microsoft never makes or manages your phone calls! Google controls the message
text, so Microsoft cannot change it. When you allow access, it only allows the Company Portal app to
create, use, and manage your work account.

If you tap DENY, the message will appear again the next time you sign in to the Company Portal app, but
you can turn off future messages by tapping the Never ask again check box. If you later decide to allow
access, go to Settings > Apps > Company Portal > Permissions > Phone, and then turn on the permission.

ST S FRURT MW @016

Allow Company Portal
to make and manage

Allow Company
Portal to access your

contacts? phone calls?

DEMY ALLOW DEMY ALLOW
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27. On the Activate device administrator screen, tap Activate.

oB 8 MWW @08

Activate device administrator?

Company Portal

Company Portal

Activating this administrator will allow the app Company
Portal to perform the following operations:

Erase all data
Erase the phone's data without warning by
performing a factory data reset.

Change the screen lock
Change the screen lock.

Set password rules
Control the length and the characters allowed in
screen lock passwords and FINs.

Monitor screen-unlock attempts

Maonitor the number of incorrect passwords typed.
when unlocking the screen, and lock the phone or
erase all the phone’s data if too many incarrect
passwords are typed.

Lock the screen
Control how and when the screen locks.

Set screen lock password expiration

Change how frequently the screen lock password,
PIM, or pattern must be changed.

L T L

CANCEL ACTIVATE

28. Follow the prompts to enter a PIN or password. If you already set up a PIN or password on this device, you
won't see this screen or be required to enter a new PIN or password.

A

You need to set a lock screen PIN
or password before you can use
credential storage.
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29. If you are using a Samsung Knox device, tap Confirm, and you’ll see a message that your device is being
enrolled. If you are using a native Android device, just notice the screen showing that your device is being
enrolled.

= T .4 68%E 344 PM

ELM Agent

Privacy Policy

You understand and agree that when you
use the Samsung KNOX License
Management Service, the following
information will be provided to Samsung
Electronics Co., Ltd. in encrypted form for
the sole purpose of improving the Samsung
KNOX License Management Service or
statistical or demaographic analysis. Unless
stated otherwise herein, your data will be
collected, processed and used in
accordance with Samsung's Privacy Policy
at [ ]

|

Samsung KNOX License Key, “IMEI” or
"Serial Number” or "MAC address” in hashed

form MNNEl Aaccrintinon Af wvaore mahila

| have read and agree to all the terms
and conditions above.

CAMCEL COMFIRM

You'll see the following message appear on your screen as Intune enrolls your device.

oR® SR N RURE

©)
CONLOSO ontoso

Enrolling your device...

This may take a few minutes. You can continue Lo use your
device while it is being enrolled to the Company Portal.

microsoft workaccount is installed.
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30. On the Company Access Setup screen, tap CONTINUE. If your IT administrator set up additional security
requirements, such as the need to set a password, follow the on-screen instructions, and then tap
CONTINUE when you are taken back to the Company Access Setup screen.

folRe WW @022

ontoso o

Company Access Setup

We'll help you set up your device to access the Company
Portal, internal apps and other company resources.

Device Enrollment Q
Enrollment lets your company manage your device.

Device Compliance
You ﬂ"(]hl need to set a passcode or change your email
configuration

CONTINUE

31. Tap DONE.

ffoR e

Contoso

O
CONLoso|

Company Access Setup complete

s the Company Portal,

nternal =

f you have difficy y resources, contact

your [T administrator for assistance

DOME

32. Your device is now enrolled in Intune, and you are taken back to the Company Portal app.
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Source: Check for update on the TechNet Gallery page
Post suggestions for improvements to this document on the UserVoice page.

Note: Microsoft, Intune, and Office 365 are registered trademarks of Microsoft Corporation. iPhone, Mac and Apple

are trademarks of Apple, Inc. Android is a trademark of Google Inc. Samsung KNOX is a trademark of Samsung
Electronics Co., Ltd.

October 19, 2016 Page 20


https://gallery.technet.microsoft.com/site/search?f%5B0%5D.Type=User&f%5B0%5D.Value=ECM%20Docs%20Team%20-%20MSFT
https://microsoftintune.uservoice.com/https:/microsoftintune.uservoice.com/

	What is Intune?
	Why enroll in Intune
	Enroll your iOS device in Intune (iPhone or iPAD)
	Enroll your Android device in Intune using the Intune Company Portal app

