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To setup wireless authentication, users require Network Configuration rights to their workstation. Please
contact Desktop Solutions for assistance if you do not have the required rights to complete this setup.

These instructions guide you through adding a wireless network to your workstation. This process is required
only during initial setup. Upon completion of this setup a workstation will automatically reconnect and
authenticate to the wireless network when within range.

Step 1.
Go to Start - Control Panel - Network & Sharing Center

Step 2.
Click Manage Wireless Networks.

@":._./"' '-5.: « Mebwork and Internet »  Metwork and Sharing Center - | +y || search Control Pane o

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks L P4 (" See full map

Ch dapter setti
ange adapter settings Internet

Change advanced sharing (This comiputer)
sethings
Wiew your active nebworks Connect to & network
You are currently not connected to any networks.

':hangc your n:mnrklng -jcﬂlng-5

'ﬁ. Set up a new connection of network
el

Set up a wireless, broadband, dial-up, ad hot, or VPN connechion; or set up a router or access
peint.

‘5. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, er VPN network connection.

> E Chogse homegreup and shanng options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
See 3

HomeGroup

Internet Opbions

Windows Firewall
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Click Add.

Search Manage Wireless N Ps |
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

dapter properties  Profiletypes  Metwork and Sharing Center
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Step 4.
Click Manually create a network profile.

P

U o1 Manually connect to a wireless network

How do you want to add a network?

L- Manually create a network profile

This creates a new network profile or locates an existing network and saves a prnflleg
for the network on your computer. You need to know the network name (5510 and |
security key (if applicable). 5

& Create an ad hoc networl
This creates a temporary network for sharing files or an Internet connection

Cancel
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Step 5.
1. Enter one of the following Network names:

MTPL-NL-DII-Internal
MTPL-116State-AGR
BGS
AOA
DHR
GMCB
PSD
PSB
ACCD
HRC
SAS

The network name is case sensitive!

2. Choose WPAZ2-Enterprise as the Security type
3. Check the box labeled Start this connection automatically.

4. Check the box labeled Connect even if the network is not broadcasting.
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@ 21 Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: MTPL-1165tate- AGR

ecurity type: [WPAP_'- Enterprise - ]

Encryption type: ’AES v]

Security Key: Hide characters

[¥] Start this connection automatically

[¥] Connect even if the network is not broadcasting
Warning: If you select this cption, your computer's privacy might be at risk.

[ Mext ][ Cancel

Your screen should look like this, with all options selected to match the screenshot.

5. Click Next

Windows 7
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Step 6.
Click Change connection settings.

Successfully added MTPL-1165tate-AGR

< Change connection settings
Open the connection properties so that [ can change the settings.

Close |

Windows 7
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Step 7.
1. Click on the Security tab

2. Click on the Settings button, next to Microsoft: Protected EAP (PEAP)

Connection | Security

MTPL-1165tate-AGR Wireless Network Properties [ 22|

Security type: IWPA?_-Enterprise bt ]

Encryption type: [AES v]

Choose a network authentication method:
[Microsoft: Protected EAP (PEAR)

v] [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Windows 7

Ok ] [ Cancel

3. Uncheck Validate server certificate
4. Click on the Configure button next to
Secured password (EAP-MSCHAP v2)

Protected EAP Properties

When connecting:

[]validate server certificate

Connect to these servers:

F

125]

o

]
[7] AC Raiz CerticAmara 5.A.
[7] ac Rtz DNIE

[T AC RAIZ FNMT-RCM

[ AC1 RAIZ MTIN

[] ACEDICOM Root

[ achLe

4 | m

T

Do not prompt user to authorize new servers or trusted

certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAF v2)

"] l Configure... ]

[¥] Enable Fast Reconnect
[]Enforce Network Access Protection

[ | Disconnect if server does not present cryptobinding TLV

[] Enable Identity Privacy

oK ] [ Cancel
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Step 8.
1. Uncheck Automatically use my Windows logon name and password.

2. Check if you prefer to automatically use you Windows Logon credentials

EAP MSCHAPV2 Properties =

When connecting:

@u\umaﬂcalbf use my Windows logon name and
a

ssward (and domain if ary).

I OK || Cancel |

This will ensure that you will get a pop up box to provide domain (VSMS) credentials to connect wirelessly.

3. Click OK, to close the “EAP MSCHAPvV2 Properties” window.
4. Click OK, to close the “MTPL-NL-DII-Internal Wireless Network Properties” window.

5. Click close, to close the “Manually connect to wireless network” window

The wireless network has been successfully added. When in range, the wireless network will request domain
credentials.
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After successfully authenticating you will be able to see if you are connected to the wireless network by going
to Start = Control Panel = Network & Sharing Center. There you are able to see the signal strength and
name of the wireless network you are currently connected to.

/ @)v :‘: v Control Panel » All Control Panel Items » Metwork and Sharing Center - || Search Control Panel

St

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks i | See full map
: A o (&
Change adapter settings
net.statevt.us Internet
Change advanced sharing (This computer)
settings . . .
View your active networks Connect or disconnect
Access type: Internet
“- net.state.vt.us Connections: [ Local Area Connection
L Domain network ol Wireless Network Connection

(MTPL-1125tate-PSD)

Change your networking settings

{‘in Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

'-5. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

’-8 Choose homegroup and sharing opticns
See also Access files and printers located on other network computers, or change sharing settings.

Akamai NetSession Interface

Control Panel Troubleshoot problems

HomeGroup Diagnose and repair network problems, or get troubleshooting information,

Internet Options

Windows Firewall

Upon completing this setup and successfully authenticating once, you will automatically connect to the wireless
network when you have wireless enabled and the network is in range. This connection uses the vsms
credentials you provided during your first connection.

If you would prefer to be prompted for your vsms credentials each time you connect to the wireless network
return to step seven and uncheck Remember my credentials for this connection each time I’'m logged on.

If you dock your laptop, you should disable your wireless connection while your laptop is docked. Some
laptops do so automatically. Disabling wireless while docked will ensure that your laptop receives an IP
address over its wired connection. When you undock your laptop be sure to re-enable wireless.
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