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I __     __________________________ am requesting to employ my own personal smartphone or tablet (“My Device”) to connect to the State of Vermont (“State”) email system or otherwise access internal State networks. I represent and warrant that My Device will allow for the security of data protected by federal or state regulation, statute, or law and that it has the following capabilities:

· Native AES-128 (or better) full encryption of all device data in motion (required to protect data covered by federal or state regulation, statute, or law).
· Ability to meet FIPS 140-2 for stored data (required to protect data covered by federal or state regulation, statute, or law).
· A pin or password that is enforced every time the device is used, and meets the User Password Policy as found on the DII Policy page: http://dii.vermont.gov/policy_planning_reporting/policy. 
· The ability for the State to remotely disable My Device and wipe any or all data from My Device upon loss, theft, security concern, or discontinued employment.
· The ability to install State-owned security software on My Device. 
I hereby agree to enable or permit State IT department staff to enable the foregoing security functionalities prior to use of My Device for State business. I further agree to enable the password feature and create a password in accordance with the State’s User Password Policy. 

I hereby acknowledge and agree that the State may audit My Device if used for State business.  The State may audit to confirm compliance with the Mobile Device Policy, to perform a workplace investigation, because of a litigation hold or discovery obligations, and/or for others reasons the State deems appropriate.  In essence, I acknowledge that if I utilize My Device for State business, the State has the same access to My Device that it has to a state-owned device.
I hereby acknowledge and agree that My Device may be wiped at any time in order to protect confidential State information. I understand I may lose all data on My Device, including personal files, music, videos, photos, e-books and other apps. I understand that this may happen by investigation, design (for example, in the event of loss or theft of My Device), or even by accident.  The State will not intentionally wipe a personal device without a security concern, but accidental erasure is also possible.  Regardless, I recognize the risk, and hereby waive any claims I may have against the State for State acts or omissions that erase or damage any or all data from My Device.
I will not use My Device to access non-state controlled cloud services, since that could result in the duplication or storage of State of Vermont data that is protected by federal or state regulations, law or statute from My Device.

If I back up My Device, I will enable encryption on the backup and use a strong password (reference the User Password Policy), so the contents of My Device cannot be accessed by anyone not approved to see the data. 
If I lose or misplace My Device, I will immediately contact the DII Service Desk. 
If I terminate employment with the State of Vermont, I understand that My Device will be wiped of all state data. Personal files may also be unintentionally wiped, including, music, videos, photos, e-books and other apps. I also agree to remove any backups of state data stored on other personal devices. 
Type of Device: __     _______________________________________
Version: ________     _______________________________________
By signing this form, I am also agreeing that I have read and understand the Mobile Device Policy located on the DII Policy Central website.
______________________________________________________        ___________________________

                                           Employee Signature



              Date

__     _____________________________________________________
E-mail address
Cell Number:_____      ___________________________________________ 
Work Number:____      ___________________________________________ 

Employee ID:​_____     ___________________________________________

Date Approved: 30 November 2012 (updated June 4, 2015)
Approved by: Jeb Spaulding, Secretary of Administration

State of Vermont


Personal Mobile Device Access Form








