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SECTION 1: OVERVIEW

The document outlines the process for accessing a State of Vermont SharePoint site as a guest user. This guide is
provided as a courtesy and may not depict the process for you with one hundred percent accuracy. If you require further
assistance, please reach out to the person who granted you access to the site.

NOTES

e You have 30 days from the receipt of your invitation to accept and set up multi-factor authentication (MFA). If
you do not accept within this timeframe, you will get a User not found in tenant error on login. To resolve this,
you will need to reach out to your State of Vermont Business partner to reestablish your account.

e Inactive accounts will be removed from the State of Vermont Microsoft 365 tenant after 90 days of inactivity. An
attempt to log in after removal will result in a User not found in tenant error. To resolve this, you will need to
reach out to your State of Vermont Business partner to reestablish your account.

e When accessing a State of Vermont SharePoint site, you will have 15 minutes after login to complete your task.
After 15 minutes, your session will timeout and you will need to log in again.

e Resources in a State of Vermont SharePoint site can only be accessed through a web browser. You will be unable

to sync files to your computer, open files in the Microsoft desktop applications, or connect to data through
Power Query.
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SECTION 2: ACCESS WITH A MICROSOFT 365 ORGANIZATIONAL ACCOUNT

You will get an email from your contact at the State of Vermont. Click on the link in the email:

P Search

= = @ Deste ) Achoe Q@ Jurk ¢ Sweep (@ Mowmto O Categorize © Sncoze Undo

Favornes tnbox W bt Randall, Thomas (he/him) wants to share ADS - AHS ECM External Sharing Sandbox [External]

o O s » SharePout Onbne
Randal, Thomas (he/Nem) w._  1h04 AM . SharePoint Online <no-reply@sharepointonkine com >
Helle. Go To ADS - AHS ECM Externs a

Thomas Ranas

Co Randsl Thomas (he/Mem

63 nbox ™
Hello,

@ Ovieted nems Go To ADS - AHS ECM External Sharing

@ Junk Emas S>andbox |Eexte

Tk esiage s s e g mmoearwl b ma bewn Desis 05 ot e % =3 mesiage

B Mcrowon

On the login screen, select your organizational account.

7~ VERMONT

Pick an account

Thomas Randall
IE thomas@ngbx.onmicrosoft.com
Signed in

+ Use another account

If this is your first time logging in, please see Section 4 of this guide. Otherwise, you will be prompted to complete the
MFA method you previously setup.
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SECTION 3: ACCESS WITH ANOTHER TYPE OF PERSONAL OR ORGANIZATIONAL EMAIL ACCOUNT

When you are first invited to a State of Vermont SharePoint site, you will get a notification in your inbox from
SharePoint Online. (Note: this notification will sometimes end up in your spam folder.)

Gmail Q Searchme
™M

it

O- ¢

Compose

0 Primery 2% Sockd @ Promotions

Starred SharePoint Online Randall, Thomas (he/him) wants to share ADS - AHS ECM External Sharing Sandbox [External]

$noared Google Commuruty Te Thomas. finish setting up your new Google Account 11 Thomas Welkcome 1o Google Your new &

PVvVeoe*D -+

Drafts

- More

Open the link in the email.

Randall, Thomas (he/him) wants to share ADS - AHS ECM External & e

Sharing Sandbox [External] D wesx

‘SharePoint Online - +c1 = 1s et e P metens &
Hello,

Go To ADS - AHS ECM External Sharing
Sandbox [External]

B2 Maroson

« Reply o~ Reply st » Forward

Enter your email address on the sign-in screen.

<~ VERMONT
Sign in

sov.test.thomas.randall@gmail.com

Can't access your account?

WARNING! BY ACCESSSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW
ENFORCEMENT AND OTHER PURPOSES
UNAUTHORIZED USE OF, OR ACCESS TO, THIS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES

Q Sign-n options

. _____________________________________________________________________________________________________|
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A second email with a login code will be sent to your email.

= M Gmail Q  Sesrchmal
b compen =l
0 Primary
0 nbox 2
& Stared State of Vermont (v.
@ Snoozed SharePot Dane
: - Google Community Te
Drafts
- More

1-3e0)
Your State of Vermont account verification code - State of Vermont Ac...

Randall. Thomas (he/hum) wants to share ADS - AMS ECM Externai Sha

Thomas, finish setting up your new Google Account 1 Thomas wel

Copy and paste the code into your browser window.

State of Vermont (via MICrOsoft) o -t v o % wooen oy T et e ton Toioa
ome -

State of Vermont

Account verification code

for 30 menuter.

Account verification code:

14551589

M you dedn 't request 3 COCe. yOu Can QNOre th emad.

& Reply » Forward

Your State of Vermont account verification code » s

125 PM (1 minute 890)

To access State of Vermont 3 apps nd resources. Pledie Ule the Cooe below for account verficaton. The code wil only work SOV test thomas randall@gman com

L]

T 7~ VERMONT

+ 30v test thomas randail@gmad com
Enter code

We just sent a code to

14551589

Dudn 1 recevr 47 Passe madt Sor 0 fem =t 00d by agan

If this is your first time logging in, please see Section 4 of this guide. Otherwise, you will be prompted to complete the

MFA method you previously setup.
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SECTION 4: FIRST-TIME LOGIN FOR ALL EMAIL TYPES

SECTION 4.1: REVIEW PERMISSIONS

The first time you log in as an external user, you will be prompted to review what permissions you are granting to the
State of Vermont. You must Accept this in order to access any SharePoint site shared with you.

~~~ VERMONT

SOv test thomas randall@ gmasl com

Review permissions

§ State of Vermont e rago. com i rogom o

This resource is not shared by Microsoft.
The organzation State of Vermont would e tc

v Sign you in
v Read your name. email address, and photo

Shouid ety actept f o trust Saate of vermort §
1 OFPRNIBTON 10 BCORIE BN PrOCEN)
s Bed Bdreetter bR BCC U
i | 1 Sate of Vermont his not proveded
-Huuﬁm'mw'ﬁum tate of
et g b et or BEx nr Vo can
O W pErALOne B
P Ty EPEt M TOLOR { o, OO O 0RO { e

e

SECTION 4.2: SETTING UP MULTI-FACTOR AUTHENTICATION (MFA)

All users are required to set up Multi-Factor Authentication (MFA) in order to access a SharePoint site maintained by the
State of Vermont. This ensures the information is properly secured. When prompted, click Next to begin the setup.

/‘o\VERMONT

test thomas randall@gmas

More information required

OFGANZATION Needs More Nformation to keep

U BCCOUNT Secure

WARNING! BY ACCESSSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW
ENFORCEMENT AND OTHER PURPOSES
UNAUTHORIZED USE OF, OR ACCESS TO, THIS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES
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You have three (3) options for your MFA method:

1. A push notification from the Microsoft Authenticator App.
2. A phone call or text message to a landline or cell phone.

3. Another authenticator app, such as Google Authenticator.

Keep your account secure

‘Your organization requires you to set up the following methods of proving wha you are

- : Other
Microsoft Authenticator Authenticator App
e Start by getting the app
On your phone, install the Micresoft Authenticator app. Download ngws Microsoft
After you install the Microsoft Authenticat, p on you ice, choose "Next”. Authenticator App
| I'want to use a different authenticator ap[;?u
Phone Call or
| Lwant to set up a different method - Text Message
SECTION 4.2.1: MICROSOFT AUTHENTICATOR APP

Apple App Store
Google Play Store

The following steps will walk you through how to configure the Microsoft Authenticator App.

On your phone, you will need to install the Microsoft Authenticator App.
[ )

Once installed, click on the + sign in the upper righthand corner.

il Verizon &

2:03PM

= Authenticator

Azure AD 5

Thomas.Randall@vermont.gov

u

L
-
A P

Authenticator

©
. _____________________________________________________________________________________________________|
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https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator

Next, you will select: Work or school account. On the prompt that follows, select Scan QR Code You may need to allow
access to your camera.

wil Verizon & 2:03PM 7@ ol Verizon & 2:03 PM @

2:03 PM
4 Add account £ Add account Add account
WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KIND OF ACCOUNT ARE YOU ADDING?
[ I Personal account 1 Personal account > L1} Personal account >
O n I
. ‘ Work or school account
[
R Other (Google, Facebook, etc.) - Other (Google, Facebook, etc.) > Ahne (R Anmln Eannbanl atal >
“Authenticator” Would Like
to Access the Camera
Add work or school account May be needed to scan QR code to
add a new account
Signin Scan QR code

Don’t Allow OK

Back on your computer screen, click Next. A QR code will display on the screen. Point your phone at the screen until the
code is positioned in the box. It will scan automatically.

il Verizon & 2:05 PM = ul Verizon & 2:04 PM

£ Scan QR code 4 Scan QR code

Your account provider will display a QR code Your account provider will display a QR code

= |

Or enter code manually.

On your computer, click the Next box.
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Keep your account secure

YOur DrGanIItoN reQuUTes yOu 10 1t LD the fokowsng methods of Provng who you e

Microsoft Authenticator

Scan the QR code

Use the MxrosoRt Authenticator spp 10 1can the QR code. Thi il connect the Mxcrosoft Authentic stor
BOP WAth yOur BCCOUNL

After you scan the QR code choose "Next”

This completes setup of the Microsoft Authenticator App.

A prompt will now appear on your computer with a two-digit code:

BS Microsoft
T
Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

73

No numbers in your app? Make sure to upgrade to
the latest version.

En't use my Microsoft Authenticator app right now)

More information
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Enter this code on the prompt in the Microsoft Authenticator App on your phone:

| VIW Wi-FI B 10:35 AM

<

Change password

Update security info

1 2

4 o

7 8

0

This completes the setup of the Microsoft Authenticator App. You will now be directed to the SharePoint site.
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APPENDIX A COMMON ERROR MESSAGES

A.1. USER NOT FOUND IN TENANT

Guest users will encounter this error message when their guest account was removed from the State of Vermont tenant.
(Please see the Notes in Section 1: Overview for reasons this might occur.)

7~ VERMONT

Pick an account

Selected user account does not exist in tenant 'State
of Vermont' and cannot access the application

in that
tenant. The account needs to be added as an
external user in the tenant first. Please use a
different account.

&

—|— Use another account

Signed in

If you are seeing this error message, please reach out to your SOV business partner to reestablish your access.
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